Cloud
Migration
Checklist

Your company has decided to move to the cloud, now what? Making the decision to
migrate to the cloud is the easy part because there are so many positive benefits
but now comes transferring the data wich can be no easy feat. Think about
migrating to the cloud as a process, one piece of the process builds off the last and
once you have completed the process you have a succesful migration!

PHASE 1

Gather

SYSTEMS

Initial inventory of existing systems that will be migrated - inventory Application
Architecture, Hosts, Host Hardware Capabilities, Data Storage Capacity Requirements.

ARCHITECTURES

Inventory of network architecture, hardware, application architecture, server and system
components, system configurations, user and admin accounts, and dependent data
stores of each migrating application.

DATA STORAGE

Evaluate each Application’s Architecture for separation of Data Storage Layer
from Application.
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PHASE 2

Analyze

NETWORK

Review Existing System Network Boundary, Network Security Regime.

OPERATING SYSTEMS

Determine set of Operating Systems that will be supported and construct process to build
and update secure OS master images for base host roles.

SECURITY

Deeper Dive into Application Architecture determining Data Security Requirements,
System Security and Management Requirements.

ROLES AND DEPENDENCIES

Identification of configurations, roles, user account and other dependencies of existing
enterprise system fulfilling the role of selected cloud tools.

APPLICATION ENCLAVES

Select applications one by one to move into application enclabes building out
infrastructure support in dev tiers.
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PHASE 3

Plan

IDENTITY MANAGEMENT

Determine Identity Management and Authentication Solutions for cloud offering.

ENCLAVES SECURITY

Construct Security Architecture Overview of entire enviroment scoping out security and
management roles for Security Enclave, Management Enclave, and eacj potential
Application Enclave.

SERVICES

Selection of SIEM, IDS, Identity Manager, Log Aggregation, Health Monitoring and other
Cloud Security and Management Services.

CM AND SOURCE CONTROL

Selection of Deployment and Configuration Management Tool Chain and Source Control
Repository.

STORAGE

Select each Application Storage Component Solution SQL/No-SQL/General Storage.

HOST ARCHITECTURE

Design and Review Cloud Network Architecture using Cloud Host Best Practices.

N 4
PAGE 3 mobomo



Cloud Migration Checklist

PHASE 3

Plan

DEPLOYMENT RECIPE

Construct Deployment Plays/Recipes to specialize OS AMI images into Application Role
Approriate machines Web Server/App Server etc in Code Repository.

INFRASTRUCTURE CODE

Construct infrastructure code for production, staging, development enviroment tiers in
each application enclave.
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PHASE 4

Execute

ROOT LOCK DOWN

Lock down Root Account of Cloud Service with Multi-Factor and other Controls.

PROVISIONING

Provision Lesser Priviledged accounts to acces Cloud Provisioning Services.

NETWORK INFRASTRUCTURE

Deploy Network Infrastructure establishing distinct secure encalves for Security and
Management Services.

DATA MIGRATION

Begin Migration of Large Data to Cloud before Compute considering Dedicated Hardware
Transfer device to Data Center.

CODE BASE

Begin segmenting each application code base into projects within the source repository.

APP CONFIGURATION

Begin documented application architecture component configurations for each
applications.
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PHASE 4

Execute

APP SERVER

Construct Infrastructure as Code for each application server role specialization
store in repository.

CHAIN CONFIGURATION

Begin configuring Deployment Tool Chain configuration to build application servers in eacj
enclave from code and configuration.

TESTING

Rigorous development testing of initial migrated applications in cloud.

CHANGE CONTROL

Begin Change Control Processes for each application as Development enviroment
is validated.

PRODUCTION

Normal SDLC to production for each application and then de-provisioning of non-cloud
version after cloud version is live.
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